Not Defined (MAV:X)

Network (MAV:N)

Adjacent Network (MAV:A)

(O  Attack Vector (AV)

Local (MAV.L)

Physical (MAV:P)

Not Defined (MAC:X)

Low (MAC.L)

(O  Attack Complexity (AC)

High (MAC:H)

Not Defined (MRR:X)

None (MPR:N)

Low (MPR:L)

High (MPR:H)

Not Defined (MUI:X)

None (MUI:N)

(O  Privileges Required (PR)

(O  Base Modifiers

©  User Interaction (Ul)

Required (MUI-R)

(©  Impact Metrics

Impact Subscore Modifiers

Not Defined (MS:X)
Unchanged (MS:U) O  Scope (S)
Changed (M:C)
Not Defined (MC:X)
None (MC:N)
Confidentiality Impact (C)
Low (MC:L)
High (MC:H)
Not Defined (MI:X)
Low (MI:L) ©  Integrity Impact (1)
High (MI:H)
Not Defined (MA:X)
Low (MA.L) (©  Availability Impact (A)
High (MAH)
Not Defined (CR:X)
Low (CRL)
c ity Requirement (CR)
Medium (CR:M)
High (CRH)
Not Defined (IR:X)
Low (IR-L)
©  Integrity Requirement (IR) €]
Medium (IR:M)
High (IRH)

Not Defined (ARX)

Low (AR.L)

(©  Availability Requirement (AR)

Medium (AR:M)

High (ARH)

Environmental
Metric Group

Temporal
Metric
Group

-7 wr Network (N)
- Adjacent (A)
y Attack Vector (AV) (O
y Local (L)
e
- Physical (P)
-
yr # Low (L)
y Attack Complexity (AC) Or—
, 1 High (H
/// o
+“r None (N)
Exploitable metrics () Privileges Required (PR) O Low (L)
High (H)
+w None (N)
User Interaction (Ul) O Low (L)
High (H)
Unchanged (U)
Scope (S) O,
None (N)
Confidentiality Impact (C) O  Low(L)
S High (H)
None (N)
Impact metrics ) Integrity Impact (I) O Low (L)

S Availability Impact () O

S High (H)

None (N)

Low (L)

Exploit Code Maturity () O

_ + High (H

Not Defined (X)

Unproven (U)

Proof-of-Concept (P)

Remediation Level (RL) O

Functional (F)

S High (H)

Not Defined (X)

Official Fix (0)

Temporary Fix (T)

Workaround (W)

+ Unavailable (U)

Not Defined (X)

Report Confidence (RC) (O

Unknwon (U)

R ble (R)

+ Confirmed (C)
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